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Av e r a g e  Co s t  o f  a  Da t a  Br e a c h
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So u r ce :   IBM Cost  of a  Da ta  Bre a ch  Re port  2026 :   The  AI Ove rs igh t  Ga p

$
2 0 2 6  COST 
BENCHMARK

GLOBAL

$ 4 .9 9  m illio n

AI  ENABLED

$ 6 .0 m illio n

US

$ 1 1 .5  m illio n

COMP ARATI VE BREACH COST
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TH E 
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THREAT
ACTORS → AI →

DEFENDERS

SCALE +
SOP HI STI CATI ON

DETECTI ON +
RESP ONSE

THE SWORD THE SHI ELD

AI a cce le ra te s  both  a t ta ck ca pa bility a nd 
de fe ns ive  re s ilie nce .

→ →
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The Sword: How Threat Actors Use AI
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AI used to scale 
attacks (frequency 
and sophistication)

Generative AI and social 
engineering
• Personalized phishing
• Deepfakes
• Malware
• DDoS attacks
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The Shield:
How organizations
use AI for defense

• The global AI cybersecurity 
market is projected to top 
$134B by 2030.

• Organizations are using AI-
powered tools for threat 
detection, automated 
response, and vulnerability 
management
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Ra n s o m w a r e :  Cu r r e n t  Tr e n d s

1 0

THREAT ECONOMI CS LEGAL +  OP ERATI ONAL OVERLAY

At t a ck  Fr e q u e n cy:  Activity re m a ins  a t  
or ne a r re cord  le ve ls
Vict im  Pa ym e n t  Ra t e s :  Sha rply 
de clin ing ,  drive n  by:
•  Im prove d ba ckup a nd re cove ry 
ca pa bilit ie s
•  Pa ym e nt  doe s  not  gua ra n te e  da ta  
de le t ion  or non-publica t ion
•  More  a ggre ss ive  la w e nforce m e nt  
a ct ion  ( ta ke downs,  se izure s ,  sa nct ions  
de s igna t ions)
•  Re gula tory a nd le ga l scru t iny of 
pa ym e nts  (nota bly OFAC sa nct ions  
e xposure )
•  Cybe r insure rs  im posing s tricte r 
se curity-con trol a nd  cove ra ge  re qu ire m e n ts

Da t a - Th e ft  ( Do u b le )  Ex t o r t io n  No w  Do m in a n t :  
Thre a t  a ctors  incre a s ingly e xfilt ra te  da ta  be fore  
e ncrypt ing  sys te m s  a nd  use  the  th re a t  of 
publica t ion  a s  inde pe nde n t le ve ra ge
P r im a r y  Acce s s  Me t h o d s :  Cre de n t ia l the ft ,  socia l 
e ngine e ring  (e .g .,  ph ish ing) ,  a nd  ide n t ity-ba se d 
a t ta cks  a re  the  le a d ing  ve ctors  for in it ia l a cce ss
Le ga l a nd  Re gu la tory Ove rla y:
•  OFAC/ s a n ct io n s  r is k :  Fa cilita t ing  a  ra nsom  
pa ym e n t  to a  sa nct ione d  a ctor ca n  viola te  U.S.  
sa nct ions  unde r IEEPA;  s t rict - lia b ility e xposure ;  civil 
pe na lt ie s  up  to the  gre a te r of $1M or 2x the  
pe cun ia ry ga in  or loss
•  Fe d e r a l r e p o r t in g  ( CI RCI A) :  Once  CISA’s fina l 
ru le  ta ke s  e ffe ct ,  cove re d  crit ica l- in fra s t ructu re  
e n t it ie s  m us t  re port  cove re d  cybe r incide n ts  to CISA 
with in  72  hours  a nd  ra nsom  pa ym e n ts  with in  24  
hours
•  Pa ym e n t   is  n o t  a  cu r e :  Re fusa l or pa ym e n t  ca n  
e a ch  s t ill re su lt  in  pe rm a ne n t  da ta  loss  a nd  
downstre a m  lit iga t ion



Addit iona l cons ide ra t ions
• Re gula tory com plia nce  

(OFAC, e tc.)
• Ability to conduct  bus ine ss  

ope ra t ions
• Re puta t iona l issue s

1

2

3
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Ra n s o m  P a y m e n t  Co n s id e r a t io n s

1 1

Avoid  m a king  
uncha nge a ble
policy de cis ions  in  
a dva nce  bu t  do 
include  in  pre pa ra t ion  
a ct ivit ie s

Enga ge  th ird  pa rty 
e xpe rt  to m in im ize  
fu rthe r risk

Ma in ta in  fle xib ility –  
de cis ion  will be
fa ct  de pe nde n t



La w  En fo r c e m e n t  Re p o r t in g  –  Tim in g  
Co n s id e r a t io n s
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De m onstra te s  e ffort  
to ta ke  a ll a va ila b le  
s te ps  to re m e dia te  
bre a ch

Ca n  s low re port ing 
t im e line s  if 
re que s te d  by la w 
e nforce m e nt

La w e nforce m e nt  
m a y not  be  a b le  to 
priorit ize  de pe nding 
on  the  circum sta nce s



Ch a lle n g e s  P o s e d  b y  t h e  P a t c h w o r k  o f  US  
La w s  ( S t a t e  a n d  Fe d e r a l)
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50  individua l s ta te  la w 
re qu ire m e n ts / no 
fe de ra l s ta nda rd

Fe de ra l re port ing  
re qu ire m e n ts

Indus try-spe cific 
re port ing  

re qu ire m e n ts  (e .g .,  
In su ra nce ,  PCI 

com plia nce )

Con tra ctua l
re port ing  obliga t ions

1

2

3

4



Cu r r e n t  S t a t e  o f  Da t a  Br e a c h  Lit ig a t io n
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Da t a  Br e a ch  Cla s s  
Act io n s
• Sta nding:  Tra nsUnion  

concre te - in ju ry 
re qu ire m e nt;  circu it  sp lit  
on  risk-of-fu tu re -ha rm

• Ca usa t ion  ne xus  a nd 
individua lize d  in ju ry

• Rule  23 (c)(4 )  issue  
cla sse s  (du ty/ bre a ch  
com m on;  ca usa t ion  
individua lize d)

Co m m o n - La w  Cla im s
• Ne glige nce  /  ne glige nce  

pe r se
• Bre a ch  of con tra ct  /  

im plie d
• Unjus t  e nrichm e nt
• In trus ion  upon  se clus ion

S t a t u t o r y  P r iva t e  Act io n s
• VPPA pixe l- t ra cking 

cla im s
• ECPA/ Wire ta p  Act  

in te rce pt ion
• CIPA pe n  

re gis te r/ wire ta p
• Sta te  wire ta p  a na logs

Ne w  La w s  /  Em e r g in g  
Cla im s
• BIPA (biom e trics)  +  

2024  a m e ndm e nt
• AI da ta -use  cla im s
• He a lthca re / fina ncia l p ixe l 

t ra cking
• Da rk pa t te rns  

e nforce m e nt

0 1 CLASS 0 2 COMMON LAW 0 3 STATUTORY 0 4 EMERGI NG

Co m m o n - la w , s t a t u t o r y ,  a n d  e m e r g in g  t h e o r ie s  co n ve r g e  in  m o d e r n  b r e a ch  lit ig a t io n



W h a t  q u e s t io n s  s h o u ld  w e  b e  a s k in g ?
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Do  w e  h a ve  
r o b u s t  d a t a  
s e cu r it y  p o lic ie s  
a n d  a r e  w e  
co m p lyin g  w it h  
t h e m ?

Do  o u r  p u b lic  
d is c lo s u r e s ,  
p o lic ie s ,  a n d  
s t a t e m e n t s  
m a t ch  a ct u a l 
p ra ct ice s ?

I s  le a d e r s h ip  
p a yin g  a t t e n t io n  
t o  cyb e r s e cu r it y?  

Do  e m p lo ye e s  
k n o w  h o w  t o  
a vo id  co m m o n  
t h r e a t s  
( a p p r o p r ia t e  
t r a in in g ) ?

Ar e  o u r  ve n d o r s  
s e cu r e  a n d  d o  
a g r e e m e n t s  w it h  
t h o s e  ve n d o r  
a d d r e s s  s e cu r it y  
r e q u ir e m e n t s ?

I s  o u r  cyb e r -
in s u ra n ce  
co ve ra g e  
a d e q u a t e  a n d  d o  
w e  k n o w  h o w  t o  
e s t im a t e  o u r  r is k  
e x p o s u r e ?

Ha ve  w e  fa ct o r e d  
in  r is k s  s p e cific  
t o  t h e  M&A 
co n t e x t ?

Do e s  o u r  in cid e n t  
r e s p o n s e  
p r o g ra m  fa ct o r  in  
g lo b a l 
co m p lia n ce  
o b lig a t io n s ?



QUES TI ON S
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